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Short description
The task is to design and implement a static analysis for PHP, improving security aspects of the language.

Background and motivation
PHP [1] (“PHP: Hypertext Prepocessor”) is a general-purpose scripting language, widely used for webpages and serverside applications. As a scripting language, it is interpreted and relies heavily on dynamic, i.e., run-time checks, as opposed
to static type-checking or other static analysis methods. There is a trend, through, that even for dynamic scripting languages such as PHP, the roubustness and security of applications are increased by adding static analyses and checks to the
language. One example in this setting are the attempts to equip PHP with a so-called gradual type system.

Problem setting
In this project, the task is to design and implement a static data flow analysis, in particular a taint analysis, with the goal
of preventing standard security flows like SQL-injections. The aim, specifically and in contrast to existing such analyses, is
to target the object-oriented features of the language
1. Get a overview over PHP (especially its oo features), its semantics, and available PHP tools (including existing
parsers).
2. Define the scope of the covered features and
3. Design the taint analysis for the features chosen to be covered. A planned focus will be on object-oriented aspects of
the language.
4. Implement the analysis in PHP.
5. Evaluate the implementation wrt. performance and scalability as well as precision (i.e., how many false alarms it
may report).
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